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Setting up YouTube for Education
This recipe describes how to apply the YouTube For Education filter, preventing 
access to all videos that are not part of YouTube’s Education portal. It also 
describes how to implement security policies to prevent two common workarounds 
that allow users to avoid the filter: using HTTPS access, and visiting a specific 
YouTube URL.
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Adding an Application 
Control Sensor
Go to Security Profiles > Application 
Control > Application Sensors. 

Select the Plus icon in the upper right corner 
to create a new application sensor.

Select Create New to create the application 
filter, and set the Sensor Type to Specify 
Applications. Filter the results by searching 
for ‘youtube’, and highlight all the entries that 
contain it.  
 

Set the Action to Block.

Creating URL and Category 
web filters 
Go to Security Profiles > Web Filter > 
Profiles. You’ll need to create two filters; 
one to block access to the YouTube URL and 
one to enforce the YouTube Education Filter.

Create a new web filter profile, that will block 
HTTP and HTTPS access to YouTube.

Enable Web Site Filter, and create a new 
URL filter, entering “*.youtube.com” as the 
URL. Set the Type to WildCard, and the 
Action to Block.
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 Create a second web filter profile, that will 
enforce the YouTube for Education filter.

You can also enable FortiGuard Categories 
to block other unwanted content, but 
Bandwidth Consuming > Streaming 
Media and Download must be allowed 
or your users will not be able to access the 
Education portal.

Enable Safe Search, and enable the 
Youtube Education Filter. Enter the 
Education Filter registration code, provided 
to you by YouTube. To get a code, visit  
http://www.youtube.com/t/education.

Configuring SSL/SSH 
Inspection
Go to Policy > Policy > SSL/SSH 
Inspection.

Create a new Deep Inspection Options 
profile. Ensure that SSH Deep Scan is 
enabled.
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Creating blocking and 
redirecting security policies
Now, go to Policy > Policy > Policy. You 
will need to create two policies, to prevent 
the two filter workarounds.

Create the first policy, which will block 
HTTPS traffic to YouTube. 

Set the internal-network-facing interface as 
Incoming Interface, your Internet-facing 
interface as Outgoing Interface, and select 
HTTPS for Service. 

Enable NAT.

Under Security Profiles, enable Web 
Filter, using your HTTPS filter. Enable 
Application Control, using your App filter.  

 

Lastly, enable SSL/SSH Inspection, using 
your Deep Inspection filter.
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Create the second policy, which will force all 
remaining YouTube traffic to the Education 
portal. 

Set the internal interface as Incoming, the 
internet-facing interface as Outgoing, and 
enable NAT.

Under Security Profiles, enable Web 
Filter, using your Education filter. 

Enable SSL/SSH Inspection, using your 
Deep Inspection filter. 

Return to the policy list and move your 
HTTPS blocking policy as close to the top as 
possible without affecting existing policies.

Move the education filter policy immediately 
below the HTTPS policy.
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Results
Browse to www.youtube.com. You will arrive 
at the YouTube for Education homepage and 
only be able to access videos that have been 
approved as educational content.

If you attempt to avoid the filter by visiting 
https://www.youtube.com, the browser will 
attempt to reach the page but will eventually 
time out or present a message such as 
“The connection to the server was reset” or 
“Server not found”.

If you attempt to avoid the filter by visiting 
a specific YouTube URL, such as  
www.youtube.com/watch?v=H9UtpYOwlgk, 
the video will be replaced with an error 
message like the one shown.


